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I 1.1

1.1.1
€Y
(Confidentiality) (Integrity)
(Availability) CIA CIA I1SO/IEC 15408
( http://www.ipa.go.jp/security/jisec/evalbs.html)
e (Confidentiality)
e (Integrity)
e (Availability)
(I1PA http://www.ipa.go.jp/security/glossary/glossary.html)
@
1.1.1




1.1.1

0S

DoS

(DoS

)

ID



Trojan Horse

Worm( )

SYN

(Robert
) I

[ J
[ J
e DoS ,D0S Attack,Denial of Service Attack
DoS
flood attack(SYN )
Smuff attack(Smuff )
(1PA http://www.ipa.go.jp/security/glossary/glossary.html)
Q)
1980
88
Morris) 6000 (
SEAL 1990
SEAL
SEAL



SEAL (Gate System)
(Gatekeeper System)
(Mailgate System)

SEAL
CERT(Computer Emergency Response Team)

1992 www 99
2000

DoS (Yahoo) (eBay)

DoS
01
(Code Red)
01

02 (Windows)

90



1988

90
(1PA) 96
04
99
( ) 2000
(1PA)
(http://www.ipa.go.jp/security/)
CERT JPCERT
(http://www. jpcert.or.jp/)
.7
[ J
DMZ( )
[ J
3
(I1PA http://www.ipa.go.jp/security/glossary/glossary.html)




1.1.2

M
1.1.2-1

-------------------------------------

(Access Control)




(Authentication)

access control

ACL Access Control List

MAC  Mandatory Access Control DAC
Discretionary Access Control
IP
ACL Access Control List
ACL
(Authentication)
(I1PA http://www.ipa.go.jp/security/glossary/glossary.html)




)

1.1.2
IP 1P
1.1.2
1P
1P
e (anomaly detection)
e (signature detection)
signature
misuse detection
(I1PA http://www.ipa.go.jp/security/glossary/glossary.html)
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607
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3618245 3262689

99.03.09 95.05.19

176
3568850

3437680

95.05.24

256
3566198

99.12.02
00.09.13
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IP 322 “
3448254
00.02.02
115 314 “,
3253542 2998839

96.11.22

P 86 98.10.18

3180054 244
3659052

97.05.16 99.02.23
520 561
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(I1PA http://www.ipa.go.jp/security/glossary/glossary.html)
(Proxy; )
(Socks)
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IP
IP

IP
IP

13

TCP/1P 0sl
IP TCP

IP



(Trust)

(
)
[ J
(MD) 1
(IPA http://www.ipa.go.jp/security/glossary/glossary.html)
e
IP IP

IP
VPN(Virtual Private

Network: ) VPN

VPN IPsec(Secure Architecture for IP)

@ VPN Virtual Private Network

IPsec

(I1PA http://www.ipa.go.jp/security/glossary/glossary.html)
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1.1.3

)

IP
IP (Spoofing)

VPN
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)

IP
Www
HTTP(Hyper Text Transfer Protocol
)
Www HTTP
FTP(File Transfer Protocol )
FTP
HTTP GET
FTP PUT
(Socks)
VPN
€)
1P IP
IP
IP IP NAT(Network Address

16



Translation)

1P
IP
NAT (1P Masquerade)
IP Port Forwarding
1SDN NAT
C))
(
)
®)
( )
24 365

17



1.1.4

I1DS

IDS

1DS

€Y
N-1DS

N-1DS

N-1DS

(1DS

IDS

(1DS)

Intrusion Detection System)

I1DS

IDS

IDS

(N-1DS)

(H-1DS)

N-1DS

(N-1DS)

(1P
N-1DS
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0]
H-1DS
Zone) DMZ

H-1DS

H-1DS

H-1DS

€))

IDS
IDS

(H-1DS)

H-1DS

VPN

19

(DMZ:DeMilitalized

(e
H-1DS
IDS
H-1DS
H-1DS
0S I1DS
I1DS
IDS 24 365
N-1DS



1.1.5 IDS

IDS
IDS
IDS
1.1.5
IDS
IDS
1.1.5
eb

DMZ

IDS

IDS

IDS

IDS
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1.1.6

@

1.1.6-1

09-269930
2922450

3618245

099339

08-023846

10-240687

21

2945938
3165366
W001/013589
2000-148276
2003-067269 3549861 2003-



1.1.6-1

1991 1996 1997 1998 1999 2000 2001
(" 08-023846 ) [ 09-269930 )
91.10.11 96.04.03
\\ VA RN J
( 2045938 )
— 97.03.11
2922450
|| es.1026 |
C )
oo )
2003-067269
LAN 01.08.30
\\§ O\ J
—
3165366 10-240687 2000-148276 ( 3500861 )
96.02.08 97.02.28 98.11.05 01.09.10
—
o aomma )
2003-099339
01.09.25
1DS
1P
—
(" 3618245 ) [ 2002-041468 )

99.03.09 00.07.26

W001/013589
99.08.18

22



1.1.6-2
06-337781 3568850
2002-007234
00
2002-016633 Dos 2002-158660
DDoS 2002-252654 DDoS
2002-063084 2002-328896
1.1.6-2
1993 1999 2000 2001
o aarrar )
06-337781 3568850 2002-007234
93.05.27 98.12.03 00.06.20 ‘]
NEC
C )
2002-073433
00.08.28
—
2002-016633 ‘ 2002-158699 l
00.06.30 00.11.20
—
DoS 2002-158660 (" 3731111
00.11.22 01.02.23
DDoS
DDoS \ ),
( 2002-063084 ) 2002-328896
00.08.21 01.04.27
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)

a
1.1.6-3
3262689
2000-354056
09-134297 11-150532
3488617 HTTP
1.1.6-3
1992 1994 1995 1996 1997 1998 1999
T oonnng )
06-097965 2998839
92.09.14 98.10.08
T acarrea )
08-044643 3591753
94.07.27 97.01.30 \ J
( 11-234270 Y 2000-076218
— 98.02.16 98.08.27
o)
— 10-154110
3262689 96.10.24
95.05.19
C D
2000-354056
99.06.10
— —
09-134297 11-150532
95.11.13 97.11.18 1

3488617
98.02.10

HTTP
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1.1.6-4 04-367960
ID 96 3090021
(ACL) 10-28144
3546787
1.1.6-4
1991 1995 1996 1997 1998 1999 2000
04-367960 09—1468241
91.06.17 95.11.27
NEC
1D

3090021
96.02.14

09-026975
95.06.06

11-338799
98.05.27

10-028144
96.07.12

ACL 3

( 3546787 ) 2001-337864
99.12.16 00.03.22
«
—

é 3493141 A 3659052
98.06.12 99.02.23
—
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©)

a lIP
1.1.6-5 IP
06-006347 07-141296
3662080 10-271154
3464610
( ) 08-044642
3472014
1.1.6-5 IP
1992 1993 1994 1996 1997 1998 2000
(" 06-006347 ) ( 07—141296] (" 3662080 ) ( 3448254 )
92.06.23 93.11.15 96.08.29 00.02.02
KDDI
C )
— — —
( 10-271154 ) 3464610
97.03.21 97.09.12
C D
o e )
2001-273388
. /L J 00.01.20
( 08-044642 )
93.12.15 —
(
3472014
96.02.20
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1.1.6-6 05-327719
3253542
W098/054644 3225924
10-164064
3483782
1.1.6-6
1992 1996 1997 1998 1999
05-327719] 3688830 )
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—
é aos3sa2 ) vwoossosaeas ) [ 325024 ) (2001154953 )
96.11.22 97.05.29 98.07.09 99.11.25
- " || |
PC
o /. AN J
—
( 10-164064 ) ( 3483782
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e )
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1.1.7

@
1.1.7-1

(International Data Corporation;IDC )

75

150

180,000

160,000

140,000

120,000

100,000

80,000

60,000

40,000

20,000

2004 1000 /VPN
7.5 / 75 7.5 08
1600 160% /VPN
200% / 175 230
1.1.7-1
| || || | a 3
O
] B ] B ] B | O
| | L | L O
O

2003 2004 2005 2006 2007 2008

( http://www._idcjapan.co.jp/)
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0S 1.1.7-1
(Check Point
) FireWall-1(
)
1.1.7-1
Firewall-1 ISA 2000 Enterprise PIX SonicWall
Firewall Firewall
Check Point Microsoft Symantec Cisco System SonicWall
0S
WinNT/2000 o o o — —
Solaris o — o — —
Linux o — — — —
AlX o — — — —
HP-UX o — — — —
0S o — o o o
O (@] (@] O O
O (@] (@] O —_
(@] O
O
(1ss )
IDS(Intrusion Detection System) RealSecure (1SS )
IDS Preventia(lSS ) IDS
IPS(Intrusion Protection System) InternetScanner (1SS
)
Cisco Secure IDS Sensor( )
Dragon Sensor(
)
IDS
eTrust Intrusion Detection
Symantec ManHunt
McAfee IntruShield(
)
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©)

1SO/1EC 15408

(Confidentiality) (Integrity) (Availability) CIA
2000
JIS X 5070
CIA
(Confidentiality)
(Integrity)
(Availability)
ISP
( )
(http://www.ipa.qgo.jp/security/ciadr/quide-crack.html)
( )

(http://www.ipa.go.jp/security/ciadr/1aw199908.html)

( )
(http://www.meti.go. jp/feedback/downloadfiles/i40706dj.pdf)

(I1IPA)
(http://www.ipa.go. jp/security/ciadr/partnership guide 200507.html)

JEITA JISA
(http://it.jeita.or.jp/infosys/info/0407JEITA-qguideline/index.html)

JPSA
(http://www. jpsa.or.jp/info/04/20041203 security.html)
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©)
1.1.8-2

1.1.7-2

/ URL

) (1PA)Y/
(http://www.ipa.go.jp/security/index.html)

(JPCERT)/
(http://www. jpcert.or.jp/)

) (JISA)/
(http://www.jisa.or.jp/)

)
(JPSA)/ (http://www. jpsa.or.jp/)

() (JEITA)/
(http://www. jeita.or.jp/japanese/)
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(1PC)

IPC
GO6F13/00
GO6F15/00

HO04L9/00
HO04L12/00

(FD

GO6F13/00,351

N =Z T & M m W >

GO6F13/00,353

C

U
GO6F13/00, 357

A
GO6F15/00,310

D
GO6F15/00,320

K
GO6F15/00,330

A
HO04L9/00,673 ID

B ID
HO4L12/02
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F

(FD)

HO4L12/22

HO04L12/26
HO4L12/46

B
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A
B

A

HO04L12/56,100

YA

HO04L12/56,400

HO4L12/66

5B089

5B085

5K030

GA19
JB16
KA17
KB13
KC57
KC58
KF05
KGO8
MC08

AC14
AEO4

GA15
LC18
MBO9

YA

LAN
LAN

F (FT)

ID
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1.2

5K032 LAN
AAO8
CcCo2
CCOo5
ccor

IPC FI

1.2

(10S)

FT

(1/2)

Fi F

GO6F13/00, 351N
GO6F13/00, 353N
GO6F15/00, 320K
HO4L12/26
HO04L12/56,400
5B089JB16
5B089MCO8
5B085AC14
5K030MB0O9
5K032CC05

GO6F13/00,351E
GO6F15/00,330A
5B089GA19

GO6F13/00,3516G
GO6F13/00,351H
5B089KB13

34




1.2 (272)

Fl F
1P HO4L12/46,100A
HO04L12/46,1008B
HO4L12/66B
5B089KA17
HO4L12/46B
HO04L12/56,100
5B089KG08
1P HO4L12/56A
5K032CCO7
H04L9/00,673B
5B089KC57
5BO85AE04
HO4L12/22
5B0O89KC57
(49
(cL)
Class 726 Information Security
726/001 Policy
726/002 Access control or Authentication
726/003 Network
726/004 Authorization
726/005 Credential
726/011 Firewall
726/012 Proxy server or gateway
726/013 Packet filtering
726/014 Security protocols
726/015 Virtual Private Network(VPN) or Virtual Terminal
Protocol (VTP)

726/022 Monitoring or scanning of software or data including
attack prevention

726/023 Intrusion detection

726/025 Vulnerability assessment

35



(ECLA)

H04L29/02
HO04L29/06
H04L29/06C6
HO04L29/06C6A
H04L29/06C6B

H04L29/06C6C
H04L29/06C6C2

HO04L29/06C6D

HO04L29/06C6E

HO04L29/06C6F

HO04L29/06C66

(ECLA)

Communication control; Communication processing
Characterised by a protocol
Protocols or architecture for network security
For the separating internal and external traffic,
e.g. Firewalls
For the confidentiality of the information
travelling over the network,e.g.encryption of data
For allowing a denying access to network elements
Using authentication protocols,e.g. Kerberos,
Challenge-response
Security provided by high-level applications,
e.g. Java
Maintaining multiple levels of security,
e.g. classes,user profiles,policies
Using different network or path for securing the
traffic
For guaranteeing the integrity of the information,
e.g. digital signatures
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1.3.2-1

IBM 32 29
23
1.3.2-1
No.
1 32| INTERNATIONAL BUSINESS MACHINES
2 29|CISCO SYSTEM
3 23|SUN MICROSYSTEMS
4 19|Microwave Communication inc
5 15|LUCENT TECHNOLOGIES
1999 1 2003 12
1.3.2-2
1BM 80 59
41
1.3.2-2
No.
1 80| INTERNATIONAL BUSINESS MACHINES
2 59|MICROSOFT
3 41(HEWLETT PACKARD
4 25|TELEWARE
5 24|INTEL
1999 1 2003 12
1.3.2-3
30 14
1.3.2-3
No.
1 30|MICROSOFT
2 14(CIT ALCATEL
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2.21.1

Lucent Technologies Inc.

600 Mountain Ave. Murray Hill,NJ

1869

— 944 2005
30,200 2005 12
1P VolP
( http://www. lucent.com/corpinfo/)
3
2 (
http://www._lucent.co.jp/
2.21.2
2.21.2
2.21.2
VPN Firewall Brick | Lucent IPSec Client
Lucent Security
Management Server VPN QoS
(LSMS)
VPN Firewall Brick 1.0 Gbps VPN 3DES VL
1100 AN QoS
VPN Firewall Brick | 975 Mbps
500
VPN Firewall Brick | 787 Mbps
350
VPN Firewall Brick | 350 Mbps
150
VPN Firewall Brick | 190 Mbps
80
VPN Firewall Brick | 140 Mbps
20
Lucent IPSec Clien
t
( http://www.lucent.co.jp/jp/products/ipservice/index.html)
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